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Abstract: Resource sharing in a pure plug and play model that dramatically simplifies infrastructure planning is 

the promise of cloud computing. The two key advantages of this model are ease of-use and cost-effectiveness. 

Though there remain questions on aspects such as security and vendor lock-in, the benefits this model offers are 

many. The paper aims to provide a means of understanding the model and exploring options available for 

complementing your technology and infrastructure needs. 
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1. Introduction 

Cloud computing is a model for enabling ubiquitous, convenient, on-demand access to a shared pool of 

configurable computing resources. Cloud computing and storage solutions provide users and enterprises with 

various capabilities to store and process their data in third-party data centers.[2] It relies on sharing of resources 

to achieve coherence and economies of scale, similar to a utility (like the electricitygrid) over a network. At the 

foundation of cloud computing is the broader concept of convergedinfrastructure and sharedservices.Cloud 

computing, or in simpler shorthand just "the cloud", also focuses on maximizing the effectiveness of the shared 

resources. Cloud resources are usually not only shared by multiple users but are also dynamically reallocated per 

demand. This can work for allocating resources to users. For example, a cloud computer facility that serves 

European users during European business hours with a specific application (e.g., email) may reallocate the same 

resources to serve North American users during North America's business hours with a different application 

(e.g., a web server). This approach helps maximize the use of computing power while reducing the overall cost 

of resources by using less power, air conditioning, rack space, etc. to maintain the system. With cloud 

computing, multiple users can access a single server to retrieve and update their data without purchasing 

licenses for different applications. 

The term "moving to cloud" also refers to an organization moving away from a traditional CAPEX model (buy 

the dedicated hardware and depreciate it over a period of time) to the OPEX model (use a shared cloud 

infrastructure and pay as one uses it).Proponents claim that cloud computing allows companies to avoid upfront 

infrastructure costs, and focus on projects that differentiate their businesses instead of on infrastructure. 

Proponents also claim that cloud computing allows enterprises to get their applications up and running faster, 

with improved manageability and less maintenance, and enables IT to more rapidly adjust resources to meet 

fluctuating and unpredictable business demand. . In the existing models, firewalls across data centres (owned by 

enterprises) protect this sensitive information. In the cloud model, Service providers are responsible for 

maintaining data security and enterprises would have to rely on them.Cloud providers typically use a "pay as 

you go" model. This can lead to unexpectedly high charges if administrators do not adapt to the cloud pricing 

model. The present availability of high-capacity networks, low-cost computers and storage devices as well as 

the widespread adoption of hardwarevirtualization, service-orientedarchitecture, and autonomic and utility 

computing have led to a growth in cloud computing. Companies can scale up as computing needs increase and 

then scale down again as demands decrease. Cloud vendors are experiencing growth rates of 50% per annum. 

https://en.wikipedia.org/wiki/Cloud_computing
https://en.wikipedia.org/wiki/Economies_of_scale
https://en.wikipedia.org/wiki/Electrical_grid
https://en.wikipedia.org/wiki/Converged_infrastructure
https://en.wikipedia.org/wiki/Shared_services
https://en.wikipedia.org/wiki/Capital_expenditure
https://en.wikipedia.org/wiki/Operating_expense
https://en.wikipedia.org/wiki/Hardware_virtualization
https://en.wikipedia.org/wiki/Service-oriented_architecture
https://en.wikipedia.org/wiki/Autonomic_Computing


Int. J. of Intelligent Computing and Applied Sciences 
34 

 

   

Copyright©2013   DRIEMS                   ISSN (Print): 2322-0031 , Vol. 4, Issue 1, 2016 

 

 
 Fig. 1  Open model  

1.1 Cloud Computing Models 

Cloud Providers offer services that can be grouped into three categories. 

1.1.1    Software As A Service (SAAS): 

In this model, a complete application is offered to the customer, as a service on demand. A single instance of the 

service runs on the cloud & multiple end users are serviced. On the customers‟ side, there is no need for upfront 

investment in servers or software licenses, while for the provider, the costs are lowered, since only a single 

application needs to be hosted & maintained. Today SaaS is offered by companies such as Google, Sales force, 

Microsoft, Zoho, etc. 

1.1.2    Platform As A SERVICE (PAAS): 

Here, a layer of software, or development environment is encapsulated & offered as a service, upon which other 

higher levels of service can be built. The customer has the freedom to build his own applications, which run on 

the provider’s infrastructure. To meet manageability and scalability requirements of the applications, Paas 

providers offer a predefined combination of OS and application servers, such as LAMP platform (Linux, 

Apache, MySQL and PHP), restricted J2EE, Ruby etc. Google’s App Engine, Force.com, etc. are some of the 

popular Paas examples. 

1.1.3   Infrastructure As A Service (IAAS): 

Iaas provides basic storage and computing capabilities as standardized services over the network. Servers, 

storage systems, networking equipment, data centre space etc. are pooled and made available to handle 

workloads. The customer would typically deploy his own software on the infrastructure. Some common 

examples are Amazon, Go Grid, 3 Tera, etc. 

 
 Fig.2  Cloud computing model 

 

2.  Understanding Public and Private Clouds 

Enterprises can choose to deploy applications on Public, Private or Hybrid clouds. Cloud Integrators can play a 

vital part in determining the right cloud path for each organization. 
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1.1 Public Cloud 

Public clouds are owned and operated by third parties; they deliver superior economies of scale to customers, as 

the infrastructure costs are spread among a mix of users, giving each individual client an attractive low-cost, 

“Pay-as-you-go” model. All customers share the same infrastructure pool with limited configuration, security 

protections, and availability variances. These are managed and supported by the cloud provider. One of the 

advantages of a Public cloud is that they may be larger than an enterprises cloud, thus providing the ability to 

scale seamlessly, on demand. 

1.2  Private Cloud 

Private clouds are built exclusively for a single enterprise. They aim to address concerns on data security and 

offer greater control, which is typically lacking in a public cloud. There are two variations to a private cloud: 

• On-premise Private Cloud: On-premise private clouds, also known as internal clouds are hosted within 

one’s own data centre. This model provides a more standardized process and protection, but is limited 

in aspects of size and scalability. IT departments would also need to incur the capital and operational 

costs for the physical resources. This is best suited for applications which require complete control and 

configurability of the infrastructure and security. 

• Externally hosted Private Cloud: This type of private cloud is hosted externally with a cloud provider, 

where the provider facilitates an exclusive cloud environment with full guarantee of privacy.  

•  This is best suit enterprises that don’t prefer a public  cloud due to sharing of physical resources. 

 

2.3   Hybrid Cloud 

Hybrid Clouds combine both public and private cloud models. With a Hybrid Cloud, service providers can 

utilize 3rd party Cloud Providers in a full or partial manner thus increasing the flexibility of computing. The 

Hybrid cloud environment is capable of providing on-demand, externally provisioned scale. The ability to 

augment a private cloud with the resources of a public cloud can be used to manage any unexpected surges in 

workload. 

2.  Cloud Computing Benefits 

Enterprises would need to align their applications, so as to exploit the architecture models that Cloud Computing 

offers. Some of the typical benefits are listed below: 

2.1 Reduced Cost 

There are a number of reasons to attribute Cloud technology with lower costs. The billing model is pay as per 

usage; the infrastructure is not purchased thus lowering maintenance. Initial expense and recurring expenses are 

much lower than traditional computing. 

2.2 Increased Storage 

With the massive Infrastructure that is offered by Cloud providers today, storage & maintenance of large 

volumes of data is a reality. Sudden workload spikes are also managed effectively & efficiently, since the cloud 

can scale dynamically. 

2.3 Flexibility 

This is an extremely important characteristic. With enterprises having to adapt, even more rapidly, to changing 

business conditions, speed to deliver is critical. Cloud computing stresses on getting applications to market very 

quickly, by using the most appropriate building blocks necessary for deployment. 
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3. Cloud Computing Challenges 

Despite its growing influence, concerns regarding cloud computing still remain. In our opinion, the benefits 

outweigh the drawbacks and the model is worth exploring. Some common challenges are: 

4.1  Data Protection 

Data Security is a crucial element that warrants scrutiny. Enterprises are reluctant to buy an assurance of 

business data security from vendors. They fear losing data to competition and the data confidentiality of 

consumers. In many instances, the actual storage location is not disclosed, adding onto the security concerns of 

enterprises. In the existing models, firewalls across data centres (owned by enterprises) protect this sensitive 

information. In the cloud model, Service providers are responsible for maintaining data security and enterprises 

would have to rely on them. 

4.2  Data Recovery And Availability 

All business applications have Service level agreements that are stringently followed. Operational teams play a 

key role in management of service level agreements and runtime governance of applications. In production 

environments, operational teams support 

• Appropriate clustering and Fail over 

• Data Replication  

• System monitoring (Transactions monitoring, logs monitoring and others) 

• Maintenance (Runtime Governance)  

• Disaster recovery  

• Capacity and performance management  

If, any of the above mentioned services is under-served by a cloud provider, the damage & impact could be 

severe. 

4.3  Management Capabilities 

Despite there being multiple cloud providers, the management of platform and infrastructure is still in its 

infancy. Features like „Auto-scaling‟ for example, are a crucial requirement for many enterprises. There is huge 

potential to improve on the scalability and load balancing features provided today. 

4.4  Regulatory And Compliance Restrictions 

In some of the European countries, Government regulations do not allow customer's personal information and 

other sensitive information to be physically located outside the state or country. In order to meet such 

requirements, cloud providers need to setup a data centre or a storage site exclusively within the country to 

comply with regulations. Having such an infrastructure may not always be feasible and is a big challenge for 

cloud providers. 

4.  Conclusions 

To summarize, the cloud provides many options for the everyday computer user as well as large and small 

businesses. It opens up the world of computing to a broader range of uses and increases the ease of use by 

giving access through any internet connection. However, with this increased ease also come drawbacks. You 

have less control over who has access to your information and little to no knowledge of where it is stored. You 

also must be aware of the security risks of having data stored on the cloud. The cloud is a big target for 

malicious individuals and may have disadvantages because it can be accessed through an unsecured internet 

connection.  

If you are considering using the cloud, be certain that you identify what information you will be putting out in 

the cloud, who will have access to that information, and what you will need to make sure it is protected. 

Additionally, know your options in terms of what type of cloud will be best for your needs, what type of 
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provider will be most useful to you, and what the reputation and responsibilities of the providers you are 

considering are before you sign up. 
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